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Outline MKen

A A brief history of Xen

A Why virtualization matters
A The Xen Advantage

A New Frontiers
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The Xen Story Xen’

A Apr 2002 Xen hypervisor development starts

A Oct 2003 Xen SOSP paper

A Apr 2004 Xen 1.0 released

AJun 2004 First Xen develope
A Nov 2004 Xen 2.0 released

A 2004 Hardware vendors start taking Xen seriously

A 2005 RedHat, Novell, Sun and others adopt Xen

A Dec 2005 Xen 3.0 released

A 2006 VMware and Microsoft adopt paravirtualization
A May 2008 Xen embedded in Flash on HP/Dell servers
A Aug 2008 Xen 4.0 released
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Xen Project Mission MKen

A Build the industry standard OSS hypervisor

i Core "engine" that 1 s 1 ncorpor e

A Maintain X e n ifdsistry-leading performance

I Be first to exploit new hardware acceleration features
I Help OS vendors paravirtualize their OSes

A Maintain X e n r@mutation for stability and quality

I Security is paramount

A Support multiple CPU types

I From server to client to mobile phone

A Foster innovation
A Drive interoperability




Xen Community: Strong & Productive Xen’

A Over 250 contributors to the 3.x series
A Vendors optimize Xen for their products
I CPU and I/O vendors; OSVs; Mgmt vendors
A Research community
I Develop new Xen features
I Explore entire new uses of virtualization
I Many Universities, IBM, HP, Intel, NSA
A User community
I Amazon, Google, Oracle, MySpace, hosting
providers
A Xen.org and the new Xen Advisory Board
I Management oversight, trademark policy etc



Xen Community and ISVs
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http://www.scalent.com/
http://www.jumpbox.com/
http://www.toutvirtual.com/
http://www.voltaire.com/
http://www.isilon.com/
http://www.avinti.com/
http://www.cohesiveft.com/
http://www.tehutinetworks.net/
http://www.mountainviewdata.com/
http://www.compellent.com/
http://www.reflexsecurity.com/
http://www.signacert.com/
http://www.enigmatec.com/
http://www.verari.com/
http://www.avocent.com/
http://xenman.sourceforge.net/
http://www.embotics.com/
http://www.enomaly.com/
http://www.evidentsoftware.com/
http://www.hyperic.com/
http://www.qlusters.com/
http://www.availigent.com/
http://www.virtualappliances.net/
http://www.vmlogix.com/

Why Virtualizati on i sXeyH

A Clearing up the mess created by the success of
0sc-aled
I One Application per commodity x86 server
iLeads to O0server sprawl
I 5-15% CPU utilization typical

A Failure of popular OSes to provide
I Full configuration isolation
I Temporal isolation for performance predictability
I Strong spatial isolation for security and reliability
I True backward app compatibility
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First Virtualization Benefits Nen:

A Server consolidation
I Consolidate scale-out success
I Exploit multi-core CPUs

A Manageability
I Secure remote console
I Reboot / power control
I Performance monitoring

A Ease of deployment
I Rapid provisioning

A VM image portability
I Move image between different hardware
I Disaster Recovery



2"d Generation Virtualization Benefits Xen

Avoid planned downtime
with VM Relocation

Dynamically re-balance
workload to meet app
SLASs or to saver power




Virtualization enables High-Availability Xen’

Restart-HA monitors hosts
and VMs to keep apps
running

Hardware Fault Tolerance
with deterministic replay
or checkpointing




Virtualization Security MKen

A Virtualization adds more software and thus
iIncreases the potential attack surface
I Network-facing control stack
I VM containment

A Xen smaller and more defensible than an OS
I True hypervisor architecture

i Need a Astrength 1 n dept hc
A Disaggregate, De-privilege, narrow interfaces
A Xen Security Modules (XSM) from the NSA

I Secure Xen launch with TPM TXT/SKINIT
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Improving Security with Virtualization MKen

A Virtualization allows administrative policy
enforcement from outside of the OS

I Firewalls, IDS, malware scanning etc
A More robust as not so easily disabled

A Provides protection within a network rather than just at
borders

I Hardening OSes with immutable memory, taint
tracking, logging and replay

I Backup policy, multi-path 10, HA, FT etc
A Availability and Reliability

A Reducing human effort required to admin all the
VMs Is the next frontier
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Virtualization and Application Stacks Xen'

A Simplifies Application-stack certification
I Certify App-on-OS; OS-on-HV; HV-on-h/w
I Enables Virtual Appliances

A Virtual hardware greatly reduces the effort
to modify/create new OSes
I Application-specific OSes
A Slimming down and optimization of existing OSes
AiNati ve executionodo of Ap

I Great opportunity for Linux
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Xen:

Maximizing Performance

Paravirtualization

Intel VT & AMD-V,
Smart IO & chipset
Technologies
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