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Legal Information
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*Other names and brands may be claimed as the property of others.

Copyright © 2009, Intel Corporation. All rights are protected.

Software Center

e Open Source (' )
s ‘ Technology Software and Solutions Group in tE|



lecnr N ology



Continuous Improvement on RAS Support

*Infrastructure proposed Checked-in

*Implementation WIP

* Infrastructure proposed WIP for HVM guest support
* PV guest supported

checked-in

WIP

Ready for send out
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Why error handling enhancement - Motivation

Pre-Virtualization - 1 Applsvr error kills 1 application

Joy =y

Post-Virtualization - ~5-10 App/svr

HW/HV error kills all 5-10 ap;hcatmns

Error handling enhancements

HW/HV error kills 1 virtual application that error localized
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Retrospect: CPU/Memory Error Handling

* Error happens to CPU or H@M\bry and is detected by
hardware

— E.g. ECC error in L3 Cache , ECC error in memory cell

A MCE (Machine Check Exception) is raised to Xen
hypervisor

* Xen hypervisor MCE handler will parse error information
— Information from: MCE error code, MCE MSRs etc

* Xen hypervisor take action to recover the error, e.qg.
— Offline a page for memory error
— Killing impacted guest

* System continues if error is recovered successfully
— Log the error information in domO

-(_@th e@gp’lﬁgg reset the system
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Retrospect: CPU/Memory Error Handling
Architecture

MCA Handler

Hardware
Error

Infrastructure is implemented Already by

Ke, Liping/Frank van der Linden/ Christoph Egger
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Next Step for CPU/Memory Error Handling

* Add xen awareness to Linux MCA tools

* Support for more MCA error code

— Now Supports two software recoverable Errors
* UCR Errors detected by memory controller scrubbing
* UCR Errors detected during L3 cache explicit write-backs

* Enhancement to memory error handling (see next
pages)
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Memory Error Handling- Current Solution

* Reading access to broken memory affects data integrity

— Whole system may even crash

* Recover action from xen hypervisor




Memory Error Handling Enhancement

° [ssue: Xen may accgsj?BFéan guest memory

— Xen scans guest’s page tables when killing shadow mode guest
* Xen hypervisor crashes if one page table page is broken

— Xen access guest’'s memory for instruction emulation
— KExec access the broken pages

— Proposal: Avoid high-possibility access

* |ssues: guest’s access to broken memory is not
prevented
— Malicious guest can trigger system crash
— Proposal: Detecting the access in Xen hypervisor in advance
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Host CPU Hot-add Support

* Host CPU hot-add works in Xen environment through 2
steps

* Step 1: CPU is marked present
— A CPU is hot-added to physical platform
— Platform raise a interrupt (SCI) to domO
— DomO’s ACPI driver parses the ACPI table to get CPU information
— DomO’s ACPI driver notify Xen hypervisor of a new CPU added

— The new CPU is marked present in xen hypervisor, but will not be
scheduled

* Step 2: management tools notify Xen hypervisor to
bring the CPU online
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Host CPU Hot-add

Hypercall Hypercall

ACPI
Notification

m

Patch is on the way to upstream
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HVM Guest vCPU Hotplug
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HVM Guest vCPU Hotplug

xm vcpu-add

Virtual BIOS

Notification
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Next Step for RAS Effort

* CPU/Memory Enhancement

* PCI AER support for device assigned to HVM guest

— Based on PCI-Express support in Qemu

* Host memory hot-add support
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