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IO Virtualization Overview
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VM 0

VM N

Software Solutions:
Two solution we are familiar with on Xen:
ÅEmulated Devices ςQEMU

Good compatibility, very poor performance
ÅPara-Virtualized Devices

Need driver support in guest, provides optimized 
performance compared to QEMU.

Both require participation of Dom0 (driver domain) 
to serve an VM IO request.

IO Virtualization enables VMs to utilize 
Input/Output resources of hardware 
platform.  In this session, we cover network 
and storage.
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IO Virtualization Overview ςHardware Solution

4

ÅVMDq(Virtual Machine Device Queue)
ÅSeparate Rx & Txqueue pairs of NIC for each VM, 
{ƻŦǘǿŀǊŜ άǎǿƛǘŎƘέΦ  wŜǉǳƛǊŜǎ ǎǇŜŎƛŦƛŎ h{ ŀƴŘ ±aa 
support. 

ÅDirect IO (VT-d)
ÅImproved IO performance through direct assignment of a 
I/O device to an unmodified or paravirtualizedVM.

ÅSR-IOV (Single Root I/O Virtualization)
ÅChanges to I/O device silicon to support multiple PCI 
ŘŜǾƛŎŜ L5ΩǎΣ ǘƘǳǎ ƻƴŜ Lκh ŘŜǾƛŎŜ Ŏŀƴ ǎǳǇǇƻǊǘ ƳǳƭǘƛǇƭŜ 
direct assigned guests.  Requires VT-d.

Offer 3 kinds of  
H/W assists to 
accelerate IO.  

Single or 
combination of 
technology can 
be used to 
address various 
usages.

Network Only

VM Exclusively

Owns Device

One Device, 
Multiple 
Virtual 
Function
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IO Virtualization Overview - Trend
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Solid State Drive (SSD)
Provides hundreds MB/s bandwidth and >10,000 IOPS for single devices*.

PCIe2.0
Doubles the bit rate from 2.5GT/s to 5.0GT/s.

40Gb/s and 100Gb/s Ethernet
Scheduled to release Draft 3.0 in Nov. 2009, Standard Approval in 

2010**.

FibreChannel over Ethernet (FCoE)
Unified IO consolidates network (IP) and storage (SAN) to single 

connection.

Much Higher throughput, 
denser IO capacity.

* http://www.anandtech.com/cpuchipsets/intel/showdoc.aspx?i=3403

** See http://en.wikipedia.org/wiki/100_Gigabit_Ethernet
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How IO Virtualization Performed in Micro Benchmark ςNetwork
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iperf: Receiving Performance
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Iperf with 10Gb/s Ethernet NIC were 

used to benchmark TCP bandwidth of 

different device models(*).   

Thanks to VT-d, VM can easily 

achieved 10GbE line-rate in both cases 

with relatively much lower resource 

consumption. 

Also with SR-IOV, we were able to get 

19Gb/s transmitting performance with 

30VFs assigned to 30 VMs.

*  HVM+ VT-d uses 2.6.27 kernel while PV guest and HVM+PV driver  uses 2.6.18.
* We turned off multiqueuesupport in NIC driver of HVM+VT-Ř ŘǳŜ нΦсΦму ƪŜǊƴŜƭ ŘƻŜǎƴΩǘ ƘŀǾŜ Ƴǳƭǘƛ ¢· ǉǳŜǳŜ ǎǳǇǇƻǊǘΦ {ƻ ŦƻǊ 
iperf test,  there was only one TX/RX queue in the NIC and all interrupts are sent to one physical core only.
* ITR (Interrupt Throttle Rate)  was set to 8000 for all cases. 

SR-IOV Dual -Port 
10GbE NIC


