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Background: Client virtualization and USB  Fujitsu

A In client virtualization, special Service-VMs work in the
background of User-VM, and provide various functions.

A Both User-VM and Service-VMs require using the USB
devices at the same time by the same USB host controller.
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Motivation FUjiTSU

A USB support for Xen today
A Qemu-dm UHCI emulation

AUSB 1.1 only
A PCI pass-through with IOMMU
AWor ks well . But the entire controlle

be used from other domains.

A Current options are not suitable for client virtualization!
A We have started development to achieve a good performance and
flexibility!
Aug. 2008  Started development.
Proposed in XCI (Xen Client Initiative).
Sep.2008 N PMSB supporto was Xen34 |

Nov. 2008 Just started working!
Xen Summit @Tokyo 2008
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Development Status FUjiTSU

CHANGES from the last summit

A What we did
A Emulation of the CLEAR_HALT command added in the backend.
A RING operations and queue usage changed.
A Initial hotplug code added.

A Results
A Various devices worked (HID, Storage, Serial, Ethernet)
A Performance improved (6MB/s to 33MB/s on USB storage)
A Hotplug worked, but unplug not worked yet :-)

A What we left

A No code posted yet!
A Disconnection and canceling functions not completed.

A Not well tested.
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PVUSB Design: Driver Architecture FUjiTSU

Driver domain kernel-space Guest domain kernel-space
A

usb} alloc_urb() free or reyse

usbback USB Function Driver_| (qurb >
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Xen backend interface
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Xen frontend interface

Host Controller Driver usbfront

> Hardware —
(USB Host Controller) urb (USB Request Block structure):

In linux kernel, all USB drivers communicate
with urb. (described in include/linux/usb.h).

Frontend driver (usbfront) - Implemented as a USB host controller driver

A
A Backend driver (usbback) - Implemented as a USB function driver
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PVUSB DesignHotplug

A Hotplug-rule is set from sysfs interface in the backend driver.

A The hotplug-rule format

A <usbbusname>:<domid>:<vusb number>:<virtual port number>
A Example settings

% echo 1-2.3:1:0:3 > /sys/bus/usb/drivers/usbback/new_vport
% echo 1-4:2:0:1 > /sys/bus/usb/drivers/usbback/new_vport
% echo 1-2.1:2:0:2 > /sys/bus/usb/drivers/usbback/new_vport

Dom O Claim the device, Guest VM 1
and notify by xenbus]\ (domain ID:1)
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PVUSB Design: Source Code Tree FUjiTSU

= = linux-2.6.18-xen.hg

v (=include ﬁ Require no change in existing kernel code! ]
¥ [ xen

¥ [ interface

v =io Xen USB public I/O header
Usbifh =========-=----- usbif header file
= [= drivers
¥ = Xen
¥ (= usbback Xen USB backend driver
& interface.c --------------- Backend interface management
| Makefile  --------------- Makefile
usbback.c --------------- USB backend RING operations and URB transmissions
usbbackh --------------- usbback header file
usbstub.c --------------- USB stub driver T grabbing and managing USB devices
xenbus.c ~--T----------- Xenbus operations
¥ [= usbfront Xen USB frontend driver
LpMakefile - Makefile
usbfronth - -------------- usbfront header file
(€ usbfront-dbg.c ~----------- Debugging functions for Host Controller
| usbfrent-hcd.c ------------ USB2.0 Host Controller interface
(€ usbfront-hub.¢ --=-=-----=--. Root Hub emulations for Host Controller
[¢ usbfrent-g.c  ------------. USB frontend RING operations and URB transmissions
XENDUS.C = =-oommmommmmm- Xenbus operations
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Demo (Video)  Ajiw

Hotplug Keyboard, Mouse, Flash drive, HDD and Ethernet.
All devices successfully connected to guest domain and work fine.
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