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C o n te n t s

• M o t iv a t io n

• B a c k g r o u n d
– T w o  k e y  p r o p e r t ie s  in  r e a l-t im e  s y s t e m s

• C h a l le n g e s  to  X e n
– d e te rm in is m

– p r e d ic t a b i l i t y

• D e v e lo p m e n t s t a t u s
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M o t iv a t io n s
w h y  r e a l-t im e  s u p p o r t is  im p o r t a n t

• V a r io u s  fo rm s  o f n e w  e m b e d d e d  s y s t e m s
– R e a l-t im e  r e q u i r e m e n t

• M o b i le  p h o n e  to  r u n  b o th :
– C o m m u n ic a t io n  s t a c k  l ik e  G S M , C D M A

– A p p l ic a t io n s  l ik e  U I , g a m e s

• A u to m o b i le s , R o b o t s , U A V , a n d  m o r e
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D e te rm in is m  in  R e a l-t im e  S y s te m

• S c h e d u la b i l i t y
– T h e o r e t ic a l fo u n d a t io n
– T a s k  T i =  (p i, c i, d i),

 e x e c u t io n  c i t im e  w i t h in  a  d e a d l in e  d i, d u r in g  e a c h  p e r io d  p i

– S c h e d u la b i l i t y  c a n  b e  d e c id e d  fo r  a  g iv e n  s c h e d u l in g  p o l ic y  a n d  
a  r e a l-t im e  ta s k  s e t

• R e a l-t im e  o p e r a t in g  s y s t e m  p e r f o rm s  s c h e d u la b i l i t y  te s t 
w h e n e v e r  th e  t a s k  s e t o r  th e  s c h e d u l in g  p o l ic y  is  c h a n g e d
– P e r fo rm s  a d m is s io n  c o n t r o l s o  th a t a l l th e  ta s k  in  th e  s y s te m  c a n  

m e e t th e  e x e c u t io n  c o n d i t io n
– I n  o r d e r  to  s im p l i f y  th e  s c h e d u la b i l i t y  a n a ly s is  a t r u n -t im e , i t f ix e s  

th e  ta s k  s e t a n d  u t i l iz a t io n  a  p r io r i .
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S c h e d u la b i l i t y  T e s t

• F o r  a  g iv e n  T a s k  s e t T  =  {T i(p i, c i, d i)} a n d  
A lg o r i t h m  A , s c h e d u le r  S  c h e c k s  w h e th e r  a l l 
t h e  ta s k s  in  th e  s y s te m  m e e t th e  e x e c u t io n  
c o n d i t io n

• T  is  R M -s c h e d u la b le  i f a n d  o n ly  i f 

• T  is  E D F -s c h e d u la b le  i f a n d  o n ly  i f

5

wiሺtሻ≤ t , where t = kpj  , j = 1,2, … , i, k = 1, … , ቞pipj቟  , 
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P r e d ic t a b i l i t y  in  R e a l-t im e  S y s t e m

• I n t e r r u p t is  a  k e y  o b s t a c le  t o  p r e d ic t a b i l i t y
– I n t e r r u p t is  a s y n c h r o n o u s  a n d  u n -d e te rm in is t ic
– F o r  p r e d ic t a b i l i t y , n e e d  t o  m a k e  in t e r r u p t p r o c e s s in g  

p r e d ic t a b le

• R e a l-t im e  o p e r a t in g  s y s t e m  a d o p t s  m e c h a n is m s  
to  m a k e  i t t im e -b o u n d e d
– D is a b le  a n o th e r  in t e r r u p t
– N e s te d /p r io r i t iz e  in t e r r u p t
– P o l l in g  I/O
– D e fe r r e d  (D e la y e d ) p r o c e s s in g   

• e .g .) b o t t o m  h a l f , s o f t i r q , e t c .
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X e n : P h y s ic a l t im e  !=  V ir t u a l t im e
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P h y s ic a l M a c h in e  
P M 1

V ir t u a l M a c h in e  V M 1

S c h e d u l in g  o v e r  
p h y s ic a l m a c h in e

S c h e d u l in g  o v e r  
p h y s ic a l m a c h in e

!=

P h y s ic a l t im e

P h y s ic a l M a c h in e

P h y s ic a l t im e

V ir t u a l t im e

(2 4 f rm /s ) 
M e d ia  p la y e r

(1 2 f rm /s )
M e d ia  p la y e r

P h y s ic a l t im e

D is c r e t e
s y s t e m

t im e
in  P M 1

P h y s ic a l t im e

D is c r e t e
s y s t e m

t im e
in  V M 1 N o t d e f in e d



X e n : I/O  m o d e l

• D o e s  n o t p r o v id e  p r e d ic t a b le  t im e -b o u n d

• S p l i t d r iv e r  m o d e l is  n o t s u i t a b le  fo r  r e a l-
t im e  I/O
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• X e n -A R M  f r o m  S a m s u n g  E le c .
(f ir s t A R M  p o r t in g )

• L 4  f r o m  O p e n  K e r n e l L a b s  
(m ic r o k e r n e l-b a s e d  v ir t u a l iz a t io n )

• V L X  f r o m  V ir t u a lL o g ix
(r e a l-t im e  s u p p o r t R T O S  r u n s  in s id e  th e  V M M )

9

V M M  fo r  E m b e d d e d  S y s t e m s

S im i la r  is s u e s  in h e r i t e d  !



HOW TO PROVIDE 
DETERMINIS M?

1 0

C h a l le n g e  to  X e n



S c h e d u l in g  in  X e n

• S E D F , C r e d i t s c h e d u le r s
– S im p le  E D F  im p le m e n t s  r e a l-t im e  E D F  s c h e d u le r  

• U s e r  s h o u ld  d e f in e  p e r io d , e x e c u t io n  s l ic e

– C r e d i t  s c h e d u le r  im p le m e n t s  c r e d i t  b a s e d  fa i r  s c h e d u l in g  
w i t h  I/O  b o o s t
• S u p p o r t s  m u l t i-p r o c e s s o r , lo a d  b a la n c in g
• I /O  B O O S T  p r io r i t y  t o  k e e p  r e s p o n s iv e n e s s

• T im e  k e e p in g  in  X e n
– T im e r  in t e r r u p t s  a r e  d is t r ib u t e d  o v e r  V M s

• H a r d w a r e  t im e r  in t e r r u p t s  a r e  h a n d le d  b y  th e  X e n , 
a n d  d e l iv e r e d  b y  v ia  e v e n t c h a n n e l

• V M  c a n  b e  a w a r e  o f t im e  p a s s a g e  b y  v ir t u a l t im e r  in t e r r u p t 
w h ic h  h a s  b e e n  s e n t b y  th e  X e n
– T im e  f lo w s  o n ly  w h e n  th e  g u e s t O S  is  s c h e d u le d  b y  th e  V M M
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H o w  to  P e r f o rm  S c h e d u la b i l i t y  
A n a ly s is ?

• P r o b le m
– T a s k  s c h e d u l in g  s h o u ld  b e  p e r f o rm e d  b y  R T O S

• I t  p e r f o rm s  s c h e d u la b i l i t y  t e s t , R T  s c h e d u l in g  p o l ic y
• X e n  d o e s  n o t k n o w  t h e  t a s k s  in  th e  R T O S

– H o w e v e r , R T  g u e s t is  n o t a w a r e  o f th e  p h y s ic a l t im e
• R T O S  is  a w a r e  o f t h e  v i r t u a l t im e  p r o v id e d  b y  t h e  X e n
• D e a d l in e  m ig h t b e  m is s e d  i f  t h e  X e n  d o e s  n o t t im e ly  s c h e d u le  R T  g u e s t

R T  V ir t u a l M a c h in e  V M 1

Performs schedulability test

X e n

V ir t u a l M a c h in e  V M 2

P h y s ic a l t im e

V ir t u a l t im e r
in t e r r u p t

V ir t u a l t im e

P h y s ic a l
d e a d l in e

RT guest is not 
aware of this time
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S o lu t io n  1 - In t e g r a t e d  
s c h e d u l in g  a t V M M

• S c h e d u l in g  a t t h e  lo w e s t la y e r
– A t V M M  ?

• V M M  s h o u ld  b e  a w a r e  o f a l l th e  r e a l-t im e  ta s k s  in  R T  g u e s t 
O S
– e .g .) L 4  ta s k  s c h e d u l in g

• W h a t i f m u l t ip le  R T  g u e s t O S

– I n  a d d i t io n ,
• H o w  to  s u p p o r t G P O S

– S c h e d u l in g  a n a ly s is  w h e n e v e r  G P O S  c r e a te s  a  u s e r  p r o c e s s

– S o r t in g  a l l t h e  ta s k s  in  a l l t h e  g u e s t s  fo r  S E D F  a t r u n  t im e  s h o u ld  
h a v e  a  c o n s id e r a b le  o v e r h e a d

• I n t e r f e r e  G P O S  s c h e d u le r
– L o c a l s c h e d u le r  k n o w s  a  b e s t w a y  to  u t i l i z e  th e  r e s o u r c e s
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S o lu t io n  2 - W o r k lo a d  a g g r e g a t io n

• H ie r a r c h ic a l s c h e d u l in g  
f r a m e w o r k
– R T  g u e s t O S  c a n  p r e s e r v e  i t s  

o w n  s c h e d u l in g  p o l ic y  a n d   
s c h e d u la b i l i t y
• N o  g lo b a l s c h e d u la b i l i t y  te s t fo r  

lo c a l ta s k  s e t c h a n g e

– A g g r e g a te  R T  g u e s t O S  (it s  
ta s k s ) a s  o n e  r e a l-t im e  ta s k

– Im p l ic a t io n  to  X e n
• N e e d  a b s t r a c t in te r f a c e  to  

t r a n s la t e  a l l t h e  R T  ta s k s  to  a  
s in g le  R T  ta s k

•  s l ig h t ly  m o r e  o v e r h e a d

S c h e d u la b i l i t y  T e s t w i t h  
Abstract interface, 
i .e . p e r io d ic  t a s k  m o d e l Γi(Π,Θ)

P r e s e r v e  lo c a l 
s c h e d u l in g  p o l ic y , 
s c h e d u la b i l i t y  t e s t

R T  
t a s k  
T 1 (p i,e i
)

Abstract 
interface

S u b s y s t e m  S 1

Γ1(Π,Θ)

S u b s y s t e m  S 2

Γ2(Π,Θ)
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P r e s e r v e  lo c a l 
s c h e d u l in g  p o l ic y , 
s c h e d u la b i l i t y  t e s t

R T  
t a s k  
T 2 (p i,e i
)



A g g r e g a t io n
P e r io d ic  r e s o u r c e  m o d e l

• k  =  m a x ( ┌ (t-(Π-Θ)) ┐/ Π, 1 ) 
– n u m b e r  o f p e r io d s  w i t h in  t

– i .e . k = 3  fo r  t h e  f ig u r e  b e lo w

1 5

t

Π
Π-Θ

Θ Θ Θ

kΠ-Θ

kΠ



E x a m p le  o f A g g r e g a t io n
• F o r  R T  g u e s t R  w h o s e  ta s k  s e t T  is  {t 1(5 0 , 7 , 5 0), t 2(7 5 , 9 , 7 5 )} a n d  

a lg o r i t h m  A  is  E D F .
– U t i l i z a t io n  o f w o r k lo a d  =  0 .2 6
– L e t p e r io d  Π, r e s o u r c e  c a p a c i t y  U  =  Θ / Π
– S u p p ly  b o u n d  fu n c t io n  (s b f) : m in im u m  r e s o u r c e  s u p p ly  f r o m  V M M

– D e m a n d  b o u n d  fu n c t io n  (d b f) : to t a l r e s o u r c e  d e m a n d  fo r  t h e  w o r k lo a d

– G r a y  r e g io n  in  th e  g r a p h  p r e s e n t s  f e a s ib le   
r e s o u r c e  a l lo c a t io n

• L e t s  a s s u m e  th a t Π=  1 0 ,
– W e  n e e d  to  a l lo c a t e  a t le a s t 2 .8  (a s  Θ) to  R
– R o u n d in g  i t a n d  w e  g e t Γ(1 0 , 3 )

1 6

0 .2 8

I .S h in , I . L e e  “Compositional real-time
scheduling framework with periodic model,”
A C M  T r a n s . o n  E m b e d d e d  C o m p u t in g  S y s t e m s
V o l.7 (3 ), 2 0 0 8

sbfΓሺtሻ=  bt − ሺk + 1ሻሺΠ − Θሻ    if t ∈ ሾሺk + 1ሻΠ − 2Θ, ሺk + 1ሻΠ − Θሿሺk − 1ሻΘ                      otherwise,                                                  

 

 , where k = max ቆቜt − ሺΠ − ΘሻΠ ቝ ,1ቇ 
dbfEDF ሺW, tሻ=  

  

tpi

i

⋅ eiTi ∈W  . 
∀0 < t ≤ LCMW  , dbfEDF ሺW, tሻ≤ sbfR ሺtሻ , where  LCMW  is the least common multiple of pi  for all Ti ∈ W . 



T o  m a k e  a g g r e g a t io n  w o r k

• T o  in c o r p o r a t e  th e  h ie r a r c h ic a l s c h e d u l in g  
f r a m e w o r k
– N e e d  a  to o l t o  c a lc u la t e  w it h  th e  g iv e n  t a s k  s e t

• R e s o u r c e  s u p p ly  b o u n d  >=  R e s o u r c e  d e m a n d  
b o u n d
– X e n  s h o u ld  p r o v id e  e n o u g h  r e s o u r c e s  t o  R T O S  

• R T O S  c a lc u la t e s  d e m a n d  b o u n d  
(to ta l r e s o u r c e  d e m a n d  to  m e e t t h e  s c h e d u la b i l i t y )

• X e n  p r o v id e s  C P U  r e s o u r c e  to  R T O S  a t le a s t to  r e s o u r c e  
s u p p ly  b o u n d
(m in im u m  r e s o u r c e  s u p p ly  f o r  a  c o r r e s p o n d in g  s c h e d u l in g  
p o l ic y )
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HOW TO DEAL WITH 
PREDICTABILITY?

1 8

C h a l le n g e  to  X e n



H o w  to  H a n d le  In t e r r u p t s  in  T im e -
b o u n d e d  fa s h io n ?

• P r o b le m
– X e n ’s  d o m a in  m o d e l 
s p l i t s  p h y s ic a l I/O  
p r o c e s s in g  f r o m  v ir t u a l 
m a c h in e
• A d d i t io n a l la t e n c y

• U n b o u n d e d -p r o c e s s in g  
t im e
– D o m 0 m a y  b e  k e p t b u s y

i.e . t a r g e t g u e s t m a y  n o t b e  
s c h e d u le d  im m e d ia te ly

      1. Asynch.           2. VM 
      Inter-VM comm.      S cheduling
     (n o t-t im e  b o u n d e d )

X e n

D o m 0
(physical 
driver)

R T -
D o m U

D o m U

1 9



S o lu t io n  1 – P u t t in g  R T  g u e s t a t 
D o m 0

• A t D o m 0
– S p e c ia l c o n t r o l/d r iv e r  d o m a in
– F o r  fa s t e r  I/O  r e s p o n s e

• G o o d  fo r  t im e ly  in t e r r u p t 
p r o c e s s in g

• C o n s
– A n o th e r  n o n -R T  V M ’s  I/O  

p r o c e s s in g  is  a f f e c t e d
• H a r d  to  s u p p o r t s c h e d u la b i l i t y  

a n a ly s is  
(n o n -R T  g u e s t p r o c e s s in g , 
w h ic h  is  n o t t im e -b o u n d e d )

– R T  g u e s t c a n  b e  o v e r lo a d e d  
w i t h  to o  m a n y  in t e r r u p t s

X e n

R T -D o m 0
( Additional I/O 

processing for DomU)

D o m U
(n o n -R T  
g u e s t)

I n te r r u p t fo r  d o m U  (n o n -R T  g u e s t)
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S o lu t io n  2 - A d o p t in g  R e a l-t im e  
S u b la y e r  (R T L )

• L e t R T  g u e s t a c c e s s  p h y s ic a l d e v ic e s  d ir e c t ly

– R T  d e v ic e s  a r e  d e d ic a te d  t o  R T  g u e s t s

– I n t e r r u p t s e r v ic e  r o u t in e  (IS R ) o f R T  g u e s t s h o u ld  b e  m in im a l

• A d d  r e a l-t im e  s u b la y e r  to  p r o v id e  t im e -b o u n d e d  in t e r r u p t s  fo r  R T  g u e s t

– H a n d le  R T  g u e s t ’s  in t e r r u p t f i r s t

– T h r o t t le  in t e r r u p t p r o c e s s in g  fo r  R T  g u e s t a n d  n o n -R T  g u e s t
• S e le c t iv e ly  d e l iv e r  in t e r r u p t s  to  d o m 0  b y  m o n i t o r in g  in c o m in g  in t e r r u p t s

• T o  a v o id  u n b o u n d e d  in t e r r u p t p r o c e s s in g  fo r  n o n -R T  g u e s t

e .g .) n e tw o r k  f lo o d in g

X e n RTL
(Throttle interrupt 

processing )

R T -
D o m U

N o n -R T  
D o m U

R T -D o m U

X e n
RTL

(physical interrupt handler)

Prioritized RT guest’s 
interrupt processing

2 1

S electively delivered

D o m 0

Always delivered
R T  d e v ic e  
d r iv e r s



M o r e  o n  R T L

• R T L  c o n t r o ls  th e  in c o m in g  r a t e  o f th e  
a g g r e s s iv e  in t e r r u p t s
– d is c a r d  in t e r r u p t s  w h e n  to o  m a n y
i f c u r r e n t in t e r r u p t in c o m in g  r a te  > m a x im u m  in te r r u p t 
r a t e  th r e s h o ld

• M a x . in t e r r u p t r a t e  c o u ld  b e  d e r iv e d  f r o m  
a v a i la b le  c p u  b a n d w id t h  f r o m  s c h e d u la b i l i t y  
a n a ly s is

2 2



D e v e lo p m e n t s ta t u s

• P o r t e d  u C /O S -I I o v e r  X e n A R M  p la t f o rm
– F r e e s c a le  iM X 2 1

• B e in g  im p le m e n te d
– H ie r a r c h ic a l s c h e d u le r

– T o o ls  fo r  s c h e d u la b i l i t y  a n a ly s is

– R T L

• P r e v ie w  a t 
h t t p ://w w w .y o u tu b e .c o m /w a t c h ?v = V l i9 z b 6 2 C e o
 

2 3

http://www.youtube.com/watch?v=Vli9zb62Ceo
file:///C:/Documents and Settings/stephens/My Documents/Q1 2009/XS Oracle/Presentations/


C o n c lu s io n

• R e a l-t im e  s u p p o r t is  im p o r t a n t

• X e n  c a n  d o  i t 
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THANKS !
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R e a l-t im e  a n d  V M M
-R e a l-t im e  X e n  fo r  E m b e d d e d  D e v ic e s

C h u c k  Y o o  a n d  te a m
O p e r a t in g  S y s t e m s  L a b o r a t o r y

K o r e a  U n iv e r s i t y
F e b . 2 5 , 2 0 0 9
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C o n te n t s

• M o t iv a t io n

• B a c k g r o u n d
– T w o  k e y  p r o p e r t ie s  in  r e a l-t im e  s y s t e m s

• C h a l le n g e s  to  X e n
– d e te rm in is m

– p r e d ic t a b i l i t y

• D e v e lo p m e n t s t a t u s
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M o t iv a t io n s
w h y  r e a l-t im e  s u p p o r t  is  im p o r t a n t

• V a r io u s  fo rm s  o f n e w  e m b e d d e d  s y s t e m s
– R e a l-t im e  r e q u i r e m e n t

• M o b i le  p h o n e  to  r u n  b o th :
– C o m m u n ic a t io n  s ta c k  l ik e  G S M , C D M A

– A p p l ic a t io n s  l ik e  U I , g a m e s

• A u to m o b i le s , R o b o t s , U A V , a n d  m o r e

3
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D e te rm in is m  in  R e a l-t im e  S y s te m

• S c h e d u la b i l i t y
– T h e o r e t ic a l f o u n d a t io n
– T a s k  T i =  (p i, c i, d i),

 e x e c u t io n  c i t im e  w i t h in  a  d e a d l in e  d i, d u r in g  e a c h  p e r io d  p i

– S c h e d u la b i l i t y  c a n  b e  d e c id e d  fo r  a  g iv e n  s c h e d u l in g  p o l ic y  a n d  
a  r e a l-t im e  ta s k  s e t

• R e a l-t im e  o p e r a t in g  s y s te m  p e r f o rm s  s c h e d u la b i l i t y  te s t 
w h e n e v e r th e  ta s k  s e t o r  th e  s c h e d u l in g  p o l ic y  is  c h a n g e d
– P e r fo rm s  a d m is s io n  c o n t r o l s o  th a t a l l th e  ta s k  in  th e  s y s t e m  c a n  

m e e t th e  e x e c u t io n  c o n d i t io n
– I n  o r d e r  to  s im p l i f y  th e  s c h e d u la b i l i t y  a n a ly s is  a t r u n -t im e , i t f ix e s  

th e  ta s k  s e t a n d  u t i l iz a t io n  a  p r io r i .

4

4
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S c h e d u la b i l i t y  T e s t

• F o r  a  g iv e n  T a s k  s e t T  =  {T i(p i, c i, d i)} a n d  
A lg o r i t h m  A , s c h e d u le r  S  c h e c k s  w h e th e r a l l 
t h e  ta s k s  in  th e  s y s te m  m e e t th e  e x e c u t io n  
c o n d i t io n

• T  is  R M -s c h e d u la b le  i f a n d  o n ly  i f 

• T  is  E D F -s c h e d u la b le  i f a n d  o n ly  i f

5

wiሺtሻ≤ t , where t = kpj  , j = 1,2, … , i, k = 1, … , ቞pipj቟  , 
wiሺtሻ=

=

ck

k

tpk

k

,    0 < t < pi  .i
k=1  

U =

=

൬
cipibn

i=1 ≤ 1 . 
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P r e d ic t a b i l i t y  in  R e a l-t im e  S y s te m

• I n t e r r u p t is  a  k e y  o b s t a c le  to  p r e d ic t a b i l i t y
– I n t e r r u p t is  a s y n c h r o n o u s  a n d  u n -d e t e rm in is t ic
– F o r  p r e d ic t a b i l i t y , n e e d  to  m a k e  in t e r r u p t p r o c e s s in g  

p r e d ic t a b le

• R e a l-t im e  o p e r a t in g  s y s te m  a d o p ts  m e c h a n is m s  
to  m a k e  i t t im e -b o u n d e d
– D is a b le  a n o th e r  in t e r r u p t
– N e s t e d /p r io r i t iz e  in t e r r u p t
– P o l l in g  I/O
– D e fe r r e d  (D e la y e d ) p r o c e s s in g   

• e .g .) b o t t o m  h a l f , s o f t i r q , e t c .

6
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X e n : P h y s ic a l t im e  !=  V ir t u a l t im e

7

P h y s ic a l M a c h in e  
P M 1

V ir t u a l M a c h in e  V M 1

S c h e d u l in g  o v e r  
p h y s ic a l m a c h in e

S c h e d u l in g  o v e r  
p h y s ic a l m a c h in e

!=

P h y s ic a l t im e

P h y s ic a l M a c h in e

P h y s ic a l t im e

V ir t u a l t im e

(2 4 f rm /s ) 
M e d ia  p la y e r

(1 2 f rm /s )
M e d ia  p la y e r

P h y s ic a l t im e

D is c r e t e
s y s t e m

t im e
in  P M 1

P h y s ic a l t im e

D is c r e t e
s y s t e m

t im e
in  V M 1 N o t d e f in e d

7
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X e n : I/O  m o d e l

• D o e s  n o t p r o v id e  p r e d ic t a b le  t im e -b o u n d

• S p l i t d r iv e r  m o d e l is  n o t s u i t a b le  fo r  r e a l-
t im e  I/O

8
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• X e n -A R M  f r o m  S a m s u n g  E le c .
(f ir s t A R M  p o r t in g )

• L 4  f r o m  O p e n  K e r n e l L a b s  
(m ic r o k e r n e l-b a s e d  v ir t u a l iz a t io n )

• V L X  f r o m  V ir t u a lL o g ix
(r e a l-t im e  s u p p o r t  R T O S  r u n s  in s id e  th e  V M M )

9

V M M  fo r  E m b e d d e d  S y s te m s

S im i la r  is s u e s  in h e r i t e d  !
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HOW TO PROVIDE 
DETERMINIS M?

1 0

C h a l le n g e  to  X e n
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S c h e d u l in g  in  X e n

• S E D F , C r e d it  s c h e d u le r s
– S im p le  E D F  im p le m e n t s  r e a l-t im e  E D F  s c h e d u le r  

• U s e r s h o u ld  d e f in e  p e r io d , e x e c u t io n  s l ic e

– C r e d i t s c h e d u le r  im p le m e n t s  c r e d i t b a s e d  fa i r  s c h e d u l in g  
w it h  I/O  b o o s t
• S u p p o r t s  m u l t i-p r o c e s s o r , lo a d  b a la n c in g
• I/O  B O O S T  p r io r i t y  t o  k e e p  r e s p o n s iv e n e s s

• T im e  k e e p in g  in  X e n
– T im e r  in t e r r u p t s  a r e  d is t r ib u t e d  o v e r V M s

• H a r d w a r e  t im e r  in t e r r u p t s  a r e  h a n d le d  b y  th e  X e n , 
a n d  d e l iv e r e d  b y  v ia  e v e n t c h a n n e l

• V M  c a n  b e  a w a r e  o f t im e  p a s s a g e  b y  v i r t u a l t im e r  in t e r r u p t 
w h ic h  h a s  b e e n  s e n t b y  th e  X e n
– T im e  f lo w s  o n ly  w h e n  th e  g u e s t O S  is  s c h e d u le d  b y  th e  V M M

1 1
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H o w  to  P e r f o rm  S c h e d u la b i l i t y  
A n a ly s is ?

• P r o b le m
– T a s k  s c h e d u l in g  s h o u ld  b e  p e r f o rm e d  b y  R T O S

• I t p e r f o rm s  s c h e d u la b i l i t y  te s t , R T  s c h e d u l in g  p o l ic y
• X e n  d o e s  n o t k n o w  t h e  t a s k s  in  th e  R T O S

– H o w e v e r , R T  g u e s t is  n o t a w a r e  o f t h e  p h y s ic a l t im e
• R T O S  is  a w a r e  o f th e  v i r t u a l t im e  p r o v id e d  b y  t h e  X e n
• D e a d l in e  m ig h t b e  m is s e d  i f  th e  X e n  d o e s  n o t t im e ly  s c h e d u le  R T  g u e s t

R T  V i r t u a l M a c h in e  V M 1

Performs schedulability test

X e n

V ir t u a l M a c h in e  V M 2

P h y s ic a l t im e

V i r t u a l t im e r
in t e r r u p t

V ir t u a l t im e

P h y s ic a l
d e a d l in e

RT guest is not 
aware of this time

1 2
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S o lu t io n  1 - In t e g r a t e d  
s c h e d u l in g  a t V M M

• S c h e d u l in g  a t t h e  lo w e s t la y e r
– A t V M M  ?

• V M M  s h o u ld  b e  a w a r e  o f a l l t h e  r e a l-t im e  ta s k s  in  R T  g u e s t 
O S
– e .g .) L 4  ta s k  s c h e d u l in g

• W h a t i f m u l t ip le  R T  g u e s t O S

– I n  a d d it io n ,
• H o w  to  s u p p o r t G P O S

– S c h e d u l in g  a n a ly s is  w h e n e v e r  G P O S  c r e a te s  a  u s e r p r o c e s s

– S o r t in g  a l l th e  ta s k s  in  a l l t h e  g u e s ts  fo r  S E D F  a t r u n  t im e  s h o u ld  
h a v e  a  c o n s id e r a b le  o v e r h e a d

• I n te r f e r e  G P O S  s c h e d u le r
– L o c a l s c h e d u le r  k n o w s  a  b e s t w a y  to  u t i l iz e  th e  r e s o u r c e s

1 3
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S o lu t io n  2 - W o r k lo a d  a g g r e g a t io n

• H ie r a r c h ic a l s c h e d u l in g  
f r a m e w o r k
– R T  g u e s t O S  c a n  p r e s e r v e  i t s  

o w n  s c h e d u l in g  p o l ic y  a n d   
s c h e d u la b i l i t y
• N o  g lo b a l s c h e d u la b i l i t y  te s t fo r  

lo c a l ta s k  s e t c h a n g e

– A g g r e g a te  R T  g u e s t O S  (it s  
ta s k s ) a s  o n e  r e a l-t im e  ta s k

– Im p l ic a t io n  to  X e n
• N e e d  a b s t r a c t in t e r f a c e  t o  

t r a n s la t e  a l l t h e  R T  ta s k s  to  a  
s in g le  R T  ta s k

•  s l ig h t ly  m o r e  o v e r h e a d

S c h e d u la b i l i t y  T e s t  w it h  
Abstract interface, 
i .e . p e r io d ic  ta s k  m o d e l Γi(Π,Θ)

P r e s e r v e  lo c a l 
s c h e d u l in g  p o l ic y , 
s c h e d u la b i l i t y  t e s t

R T  
t a s k  
T 1 (p i,e i
)

Abstract 
interface

S u b s y s te m  S 1

Γ1(Π,Θ)

S u b s y s te m  S 2

Γ2(Π,Θ)

1 4

P r e s e r v e  lo c a l 
s c h e d u l in g  p o l ic y , 
s c h e d u la b i l i t y  t e s t

R T  
t a s k  
T 2 (p i,e i
)
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A g g r e g a t io n
P e r io d ic  r e s o u r c e  m o d e l

• k  =  m a x ( ┌ (t-(Π-Θ)) ┐/ Π, 1 ) 
– n u m b e r  o f p e r io d s  w i t h in  t

– i .e . k = 3  fo r  th e  f ig u r e  b e lo w

1 5

t

Π
Π-Θ

Θ Θ Θ

kΠ-Θ

kΠ
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E x a m p le  o f A g g r e g a t io n
• F o r R T  g u e s t R  w h o s e  ta s k  s e t T  is  {t 1(5 0 , 7 , 5 0), t 2(7 5 , 9 , 7 5 )} a n d  

a lg o r i t h m  A  is  E D F .
– U t i l iz a t io n  o f w o r k lo a d  =  0 .2 6
– L e t p e r io d  Π, r e s o u r c e  c a p a c i t y  U  =  Θ / Π
– S u p p ly  b o u n d  fu n c t io n  (s b f) : m in im u m  r e s o u r c e  s u p p ly  f r o m  V M M

– D e m a n d  b o u n d  f u n c t io n  (d b f) : to ta l r e s o u r c e  d e m a n d  f o r  t h e  w o r k lo a d

– G r a y  r e g io n  in  t h e  g r a p h  p r e s e n t s  fe a s ib le   
r e s o u r c e  a l lo c a t io n

• L e t s  a s s u m e  th a t Π=  1 0 ,
– W e  n e e d  t o  a l lo c a t e  a t le a s t 2 .8  (a s  Θ) to  R
– R o u n d in g  i t  a n d  w e  g e t Γ(1 0 , 3 )

1 6

0 .2 8

I .S h in , I . L e e  “Compositional real-time
scheduling framework with periodic model,”
A C M  T r a n s . o n  E m b e d d e d  C o m p u t in g  S y s t e m s
V o l.7 (3 ), 2 0 0 8

sbfΓሺtሻ=  bt − ሺk + 1ሻሺΠ − Θሻ    if t ∈ ሾሺk + 1ሻΠ − 2Θ, ሺk + 1ሻΠ − Θሿሺk − 1ሻΘ                      otherwise,                                                  

 

 , where k = max ቆቜt − ሺΠ − ΘሻΠ ቝ ,1ቇ 
dbfEDF ሺW, tሻ=  

  

tpi

i

⋅ eiTi ∈W  . 
∀0 < t ≤ LCMW  , dbfEDF ሺW, tሻ≤ sbfR ሺtሻ , where  LCMW  is the least common multiple of pi  for all Ti ∈ W . 
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T o  m a k e  a g g r e g a t io n  w o r k

• T o  in c o r p o r a t e  t h e  h ie r a r c h ic a l s c h e d u l in g  
f r a m e w o r k
– N e e d  a  to o l t o  c a lc u la t e  w i t h  t h e  g iv e n  ta s k  s e t

• R e s o u r c e  s u p p ly  b o u n d  >=  R e s o u r c e  d e m a n d  
b o u n d
– X e n  s h o u ld  p r o v id e  e n o u g h  r e s o u r c e s  to  R T O S  

• R T O S  c a lc u la t e s  d e m a n d  b o u n d  
(to t a l r e s o u r c e  d e m a n d  to  m e e t th e  s c h e d u la b i l i t y )

• X e n  p r o v id e s  C P U  r e s o u r c e  to  R T O S  a t le a s t t o  r e s o u r c e  
s u p p ly  b o u n d
(m in im u m  r e s o u r c e  s u p p ly  fo r  a  c o r r e s p o n d in g  s c h e d u l in g  
p o l ic y )

1 7
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HOW TO DEAL WITH 
PREDICTABILITY?

1 8

C h a l le n g e  to  X e n
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H o w  to  H a n d le  In t e r r u p t s  in  T im e -
b o u n d e d  fa s h io n ?

• P r o b le m
– X e n ’s  d o m a in  m o d e l 
s p l i t s  p h y s ic a l I/O  
p r o c e s s in g  f r o m  v ir t u a l 
m a c h in e
• A d d i t io n a l la t e n c y

• U n b o u n d e d -p r o c e s s in g  
t im e
– D o m 0 m a y  b e  k e p t b u s y

i.e . t a r g e t g u e s t m a y  n o t b e  
s c h e d u le d  im m e d ia te ly

      1. Asynch.           2. VM 
      Inter-VM comm.      S cheduling
     (n o t-t im e  b o u n d e d )

X e n

D o m 0
(physical 
driver)

R T -
D o m U

D o m U

1 9
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S o lu t io n  1 – P u t t in g  R T  g u e s t a t 
D o m 0

• A t D o m 0
– S p e c ia l c o n t r o l/d r iv e r  d o m a in
– F o r  fa s t e r  I/O  r e s p o n s e

• G o o d  fo r  t im e ly  in t e r r u p t 
p r o c e s s in g

• C o n s
– A n o th e r  n o n -R T  V M ’s  I/O  

p r o c e s s in g  is  a f f e c t e d
• H a r d  t o  s u p p o r t s c h e d u la b i l i t y  

a n a ly s is  
(n o n -R T  g u e s t p r o c e s s in g , 
w h ic h  is  n o t t im e -b o u n d e d )

– R T  g u e s t c a n  b e  o v e r lo a d e d  
w it h  to o  m a n y  in t e r r u p t s

X e n

R T -D o m 0
( Additional I/O 

processing for DomU)

D o m U
(n o n -R T  
g u e s t)

In t e r r u p t fo r  d o m U  (n o n -R T  g u e s t)

2 0
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S o lu t io n  2 - A d o p t in g  R e a l-t im e  
S u b la y e r  (R T L )

• L e t R T  g u e s t a c c e s s  p h y s ic a l d e v ic e s  d i r e c t ly

– R T  d e v ic e s  a r e  d e d ic a t e d  to  R T  g u e s t s

– I n t e r r u p t s e r v ic e  r o u t in e  (IS R ) o f R T  g u e s t s h o u ld  b e  m in im a l

• A d d  r e a l-t im e  s u b la y e r  to  p r o v id e  t im e -b o u n d e d  in t e r r u p t s  fo r  R T  g u e s t

– H a n d le  R T  g u e s t ’s  in t e r r u p t  f i r s t

– T h r o t t l e  in t e r r u p t p r o c e s s in g  fo r  R T  g u e s t a n d  n o n -R T  g u e s t
• S e le c t iv e ly  d e l iv e r  in t e r r u p t s  t o  d o m 0 b y  m o n i t o r in g  in c o m in g  in t e r r u p t s

• T o  a v o id  u n b o u n d e d  in t e r r u p t  p r o c e s s in g  fo r  n o n -R T  g u e s t

e .g .) n e tw o r k  f lo o d in g

X e n RTL
(Throttle interrupt 

processing )

R T -
D o m U

N o n -R T  
D o m U

R T -D o m U

X e n
RTL

(physical interrupt handler)

Prioritized RT guest’s 
interrupt processing

2 1

S electively delivered

D o m 0

Always delivered
R T  d e v ic e  
d r iv e r s
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M o r e  o n  R T L

• R T L  c o n t r o ls  th e  in c o m in g  r a t e  o f th e  
a g g r e s s iv e  in t e r r u p t s
– d is c a r d  in t e r r u p t s  w h e n  t o o  m a n y
i f c u r r e n t in te r r u p t in c o m in g  r a t e  > m a x im u m  in te r r u p t 
r a te  t h r e s h o ld

• M a x . in t e r r u p t r a t e  c o u ld  b e  d e r iv e d  f r o m  
a v a i la b le  c p u  b a n d w id t h  f r o m  s c h e d u la b i l i t y  
a n a ly s is

2 2
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D e v e lo p m e n t s ta t u s

• P o r t e d  u C /O S -I I o v e r  X e n A R M  p la t f o rm
– F r e e s c a le  iM X 2 1

• B e in g  im p le m e n te d
– H ie r a r c h ic a l s c h e d u le r

– T o o ls  fo r  s c h e d u la b i l i t y  a n a ly s is

– R T L

• P r e v ie w  a t 
h t t p ://w w w .y o u tu b e .c o m /w a t c h ?v = V l i9 z b 6 2 C e o
 

2 3
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C o n c lu s io n

• R e a l-t im e  s u p p o r t is  im p o r t a n t

• X e n  c a n  d o  i t 

2 4
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THANKS !

2 5
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