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ÁA VMM featuring security functionalities
ÁIŀǎ ōŜŜƴ ŘŜǾŜƭƻǇŜŘ ōȅ ά{ŜŎǳǊŜ ±a tǊƻƧŜŎǘέ
ǐA R&D project with governmental support
ǐInitiated by NISC (National Information Security Center)

ǐFunded by SCF of MEXT
ÍSCF: Special Coordination Funds for Promoting Science and Technology

ÍMEXT: Ministry of education, culture, sports, science and technology

ÁDeveloped from scratch(an all-Japanese product)
ǐSeveral universities and organizations are involved
ǐCentered around the University of Tsukuba

ǐ3 years project (since 2006 to 2008)
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* VMM: Virtual Machine Monitor



ÁIncreasing threats of information leakage

ÁFrom lost or stolen PCs and USB memories

ÁThrough the Internet

ǐVia viruses and P2P file-sharing software

ÁUsing a VMM to prevent information leakage

ÁEnforce encryption and authentication

ǐEncrypt storages and networks

ǐAuthenticate with smart cards
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ÁStorage management
ÁEncryption of HDDs and USB 

memories

ÁNetwork management
ÁVPN using IPsec

Á ID management
ÁKey & ID management using 

smart cards

ÁVMM core
ÁCPU & memory virtualization
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