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What is BitVisor ?

A VMM featuring security functionalities
Al la 0SSY RS@OSf2LISR 08& ¢
A R&D project with governmental support

I Initiated by NISC (National Information Security Center)

I Funded by SCF of MEXT

| SCF: Special Coordination Funds for Promoting Science and Techcy
| MEXT: Ministry of education, culture, sports, science and technoloJy***

A Developed from scratcfan altJapanese product)

Several universities and organizations are involved
I Centered around the University of Tsukuba

3 years project (since 2006 to 2008)

* VMM: Virtual Machine Monitor
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Background & Purpose

Increasing threats of information leakage
A From lost or stolen PCs and USB memories

A Through the Internet
Via viruses and P2P #i#haring software

Using a VMM to prevent information leakage

A Enforce encryption and authentication
Encrypt storages and networks
Authenticate with smart cards
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Functions of the BitVisor

A Storage management Guest OS
A Encryption of HDDs and USB @
memories |
A Network management Storage o Newiork

A VPN uSIng IPseC management management management

Encryption VPN

A 1D management
AVA\Y\Y/ I ofe] (!

A Key & ID management using
smart cards "

A VMM core ~Hardware
A CPU & memory virtualization & =
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