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Background: Client-side virtualization and USB
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Â In client-side virtualization, special Service-VMs work in the background of 
User-VM, and provide various functions. To give some examples, 

Â Authentication VM: Authenticate with USB-connected smartcard or biometrics.

Â Communication VM: VoIP/Messenger application using USB-connected webcam or audio.

Â In this situation, both User-VM and Service-VMs require using the USB 
devices at the same time by the same USB host controller. 
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History and Motivation: Xen and USB support
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Xen 2.0.x
(in PV-only age)

Paravirtualized USB support was temporarily into the tree. 

But eventually removed and not released.

Xen 3.0 Qemu-dm supported UHCI emulation for HVM domain.

Xen 3.2
PCI pass-through with IOMMU supported attaching USB 

Host Controller to HVM domain.

Xen 3.4
(current 

unstable)

Not well supported

USB1.1 only

Works well. But the entire controller is assigned to

single domain and canôt be used from other domains.

Existing options are not suitable for the client-side 

virtualization.  So, we have started developing 

paravirtualized USB driver, and proposed in XCI.

Now, ñPV USB supportò is on the roadmap.

Today, we would like to report our implementation details 

and development status.


